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that entanglement is an extremely important aspect of quantum mechanics [2] . Experimental tests of quantum mechanics as opposed to local hidden variable theories have looked for violation of Bell s inequalities in correlated two-particle systems [3, 4] . It has been suggested that Bell's inequalities also provide a test for validation of keys used in encrypting messages [5] . Here a message is sent via a public channel while the key used for encryption and decryption is sent over a secure private channel. The security of the private channel can be undermined by the activities of an eavesdropper who can perform measurements on fields as they travel from source to receiver [6] . It is the purpose of this paper to address the questions "What are the effects of quantumnondemolition (QND) measurements on correlated systems?" and "What do these results mean for eavesdroppers on communication systems using quantum cryptography based on Bell's theorem?" Consider a two-particle correlated state where each particle travels separate paths. To be speci6c consider a two-photon correlated state given by
where the first ket in each term corresponds to channel 1, second ket to channel 2, and x and y refer to the polarization of the photon. We associate a detector Dl with channel 1 These are for unit-quantum-eKciency detectors. One can take into account the quantum efBciency by multiplying the probabilities above by a factor rl which is assumed independent of the polarizer settings. The quantum system can be shown to violate the Clauser-Horne form of the Bell inequality [8] Fig. 1 ). Effectively this realizes a polarization Mach-Zehnder interferometer with a QND detector in one arm. The measurement model is thus equivalent to that given by Sanders and Milburn [9] , to determine which path a photon followed in a conventional Mach-Zehnder interferometer. The QND measurement works as follows. In one arm of the polarization interferometer we place a Kerr medium. This is a nonlinear optical device which induces a mutual intensity dependent refractive index for each of two beams propagating through it. One of these beams, the signal, is the field in one arm of the polarization interferometer, the other is an independent field prepared in a suitable state by the eavesdropper, and referred to as the probe. The probe undergoes a phase shift proportional to the number of photons in the signal. The measurement thus reduces to the optimum strategy for detecting a phase change in the probe field. Any uncertainty in determining this phase change will translate into an uncertainty in inferring the photon polarization of the signal. We will follow Ref. [9] and consider quadrature amplitude measurements on the probe. Recently such a measurement was made using interacting solitons in a Kerr medium (glass fiber) [10] . [9] the quadrature amplitude distribution for the probe splits into two peaks; one peak corresponding to no photon in the signal and one peak corresponding to one photon in the signal. Thus the quality of the measurement depends on the separation of the peaks and their relative width. This can be measured by the signal-to-noise ratio (SNR) defined by ai = nXs&~, where n, is the photon number in the signal and n" is the photon number in the probe. We assume the probe is prepared in a coherent state, where the coherent amplitude a is assumed real. (There is some advantage in using a squeezed state [9] . ) 
for P = vr. Thus a very good signal-to-noise ratio for the measurement implies that I' is very small. The joint-detection probability at the final detectors is easily calculated to be
The maximum violation of the Bell inequality for the original state given by Eq. (1) [12] .
